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Abstract 
 
The Black Lives Matter (BLM) Movement is a decentralized movement advocating for non-

violent civil disobedience in protest against incidents of police brutality and all racially 

motivated violence against Black people. The paper will look at a real-life example of fake 

news / disinformation activities that occurred during the George Floyd protests. The paper 

will explore how Twitter bots was used to spread fake news and disinformation during the 

protests that occurred. The paper will explore the activities of Twitter Bots and their activities 

during the period of the George Floyd protests. 
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1 Introduction 
 
Social media has been defined as "a group of Internet based applications that build on the 

ideological and technological foundations of Web 2.0, and that allow the creation and exchange 

of user-generated content” (Kaplan & Haenlein, 2010). Social media impacts all aspects of 

society from citizens to businesses but also during social protests, information has power and 

can become a weapon (Waltzman, 2017).  

Black Lives Matter (BLM) movement is a decentralized movement advocating for non-violent 

civil disobedience in protest against incidents of police brutality and all racially motivated 

violence against Black people. A short summary of the recent BLM incident “In 2020 George 

Floyd, was a 46-year-old black man, died after white Minneapolis police officer pressed a knee 

on his neck for almost nine minutes while Floyd was handcuffed on the ground and pleading 

for air. The officer has since been charged with second-degree murder. In reaction to the 
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murder, tens of thousands of people gathered in cities around the world angry over the death 

of George Floyd as the Black Lives Matter movement campaigned against police brutality 

resonates with global calls to address racism” (France24, 2020). The research paper will be 

structured in the following manner: 

• A Literature review of related research; 

• Research Question; 

• Research Case Study; 

• Discussion. 

The research question that the paper is focusing on “Where there examples of fake news or 

disinformation via Twitter bots during the Black Lives Matter Movement protests?”. 

2 Literature Review 
 
Propaganda is information or ideas that are spread by an organised group or government to 

influence people’s opinions, especially by not giving all the facts or by secretly emphasizing 

only one way of looking at the facts (Sample et al, 2018). Historically propaganda and 

deception has had a long association with warfare (Taylor 2013); however, in the past, the 

distribution or reach of propaganda was limited (Crilley 2001) by the media (e.g., person-to-

person, newspapers and other printed materials, radio, and television), therefore it was less 

effective due to speed and cost.  

The word ‘deception’ tends to infer a negative motive. To understand the fundamental of 

deception, it is necessary to define data, information, and knowledge. Figure 1 illustrates 

Boisot’s (1998) broad concept of the meaning of these three words. 
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Figure 1: Boisot’s model. 

 

In this model, data is defined as the attribute of a ‘thing’ for instance, its colour, a value, and 

so on. However, knowledge is an attribute of an ‘agent’ (usually this means a human, although 

it can be argued that intelligent machines can have knowledge). Knowledge is a product of 

experiences, education, age, gender, culture, and many of the other factors which make up 

individuals. Thus, humans derive information by using their knowledge to select appropriate 

data to provide them with information. Hence to deceive, it is necessary to alter data by 

addition, deletion, or modification and/or alter the context in which the data is interpreted 

(Warren and Hutchinson, 2001).  

Bowyer (1982) classifies deception into two main types: 

• Level 1:  Hiding the real 

• Level 2:  Showing the false  

It should be pointed out that ‘Showing the false’ also involves ‘Hiding the real’. These 

fundamental types are further divided into six categories of deception: 

‘Hiding’ 

• Masking, blending in (camouflage) for example, steganography (Denning, 1999) 

• Repackaging, something is given a new ‘wrapping’ for example, a virus/Trojan 

Horse. 

Data Knowledge Subset of data 

INFORMATION 

Attribute of a 
‘thing 

Attribute of an 
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• Dazzling, confounding the target for example, encryption, or ‘e-mail bombing’ an 

organisation to distract their efforts.  

‘Showing’ 

• Mimicking, a replica of reality which has one of more characteristics of reality for 

example a Web page, or site address designed to look like another.  

• Inventing, creating a new reality. This entails many of the characteristics of 

advertising and public relations. It is synonymous with propaganda. 

• Decoying, misdirecting the attacker. 

With the recent development of Social Media we have seen the ability to share information at 

limited costs to a global audience in real time, this has resulted in the development of the 

concept of Fake News. There is no clear definition of what Fake News is, but a recent UK 

Parliamentary interim report on Fake News (UK Parliament, 2018) defined some of the key 

criteria that could be used to describe Fake News, the criteria defined was: 

• Fabricated content: completely false content; 

• Manipulated content: distortion of genuine information or imagery, for example a 

headline that is made more sensationalist, often popularised by ‘clickbait’; 

• Imposter content: impersonation of genuine sources, for example by using the 

branding of an established news agency; 

• Misleading content: misleading use of information, for example by presenting 

comment as fact; 

• False context of connection: factually accurate content that is shared with false 

contextual information, for example when a headline of an article does not reflect 

the content; 
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• Satire and parody: presenting humorous but false stores as if they are true. 

Although not usually categorised as Fake News, this may unintentionally fool 

readers. 

 

The final UK Parliamentary Report on Fake News (UK Parliament, 2019) came up with some 

different findings. The final report proposed that the UK Government accepted the view that 

the term ‘Fake News’ is misleading, and the following terms ought to be used instead of 

‘disinformation’ and ‘misinformation’. The final UK Parliamentary Report (UK Parliament, 

2019) defined the key terms as being, disinformation as the deliberate creation and sharing of 

false and/or manipulated information that is intended to deceive and mislead audiences, either 

for the purposes of causing harm, or for political, personal or financial gain and 

‘Misinformation’ refers to the inadvertent sharing of false information. 

 

There are a many fake Twitter user accounts, called bots, that are used and controlled by 

computers and algorithms, instead of real people (Sakaki et al, 2010). A botnet is a collection 

of bots that have the same properties and are controlled by the same ’botmaster’ (Echeverria, 

& Zhou, 2017). There are a number of different types of Twitter bots (Echeverria, & Zhou, 

2017), which are: 

a) Spamming: Spammer bots can send a large amount of unsolicited content to other users. 

The most common objective of spam is getting users to click on advertising links with 

questionable value, or propagate computer viruses and other malware; 

b) Fake trending topics: If bots are able to pass as humans through Twitter’s filters, they 

would be counted by Twitter for choosing trending topics and hashtags. This would 

allow the bots to create fake trending topics that are not actually being popular in 

Twitter; 
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c) Opinion manipulation: A large group of bots can misrepresent public opinion. If the 

bots are not detected in time, they could tweet like real users, but coordinated centrally 

around a specific topic. They could all post positive or negative tweets skewing metrics 

used by companies and researchers to track opinions on that topics; 

d) Astroturfing: Bots can orchestrate a campaign to create a fake sense of agreement 

among Twitter users, where they mask the sponsor of the message, making it seem like 

it originates from the community itself; 

e) Fake Followers: Fake followers can be bought or sold online. After receiving payment 

from a user, the botmaster of a botnet can instruct its bots to follow that user. Fake 

followers could make a user seem more important than it is. 

 
3 Research Question 
 
The author had identified one key research question for the study. The research question was 

“Where there examples of fake news or disinformation via Twitter bots during the Black Lives 

Matter Movement protests?”. 

 
4 Research: Case Study 
 
The aim of the research was to monitor social media during the Black Lives Matter Movement 

protests and determine instances of distrusting Fake News or disinformation and the sources of 

those Fake News stories.  

The data collection for the research took place between 2nd June and 8th June 2020 and took 

the form of monitoring stories regarding the Black Lives Matter Movement. This took the form 

of monitoring social media, in particular Twitter and the monitoring of social media handles. 

What was identified was 7 bots spreading disinformation about the Black Lives Matter 

Movement, in particular: 
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• Before the Black Lives Matters Movement protects the accounts had no twitter activity; 

• The Twitter accounts has very limited Twitter Engagement; 

• The Twitter posts were highly political. 

In terms of the earlier definition of Twitter bots, these bots would be assessed as opinion 

manipulator bots.  

 

The research on Twitter identified number of bots, an example tweet from one the bots is shown 

in figure 2. 

 

 
 

Figure 2: Sample bot Tweet 
 
The hashtags that the bots were using in their posts included: 
 
#BlackLivesMatterPlaza #BlackLivesMattters #BLMprotest, #CivilWar, 
#PeopleVsTheGovernment 
 
The profile of the tweets was that they were emotive, trying to cause the disruption in the 

physical world and trying to persuade individuals to undertake physical actions in the real 

world, e.g. taking guns to protests. The tweets posted by the bots also took the form of posting 

emotive images, as shown by Figure 3, photos from TV shows were posted as if they were 

actual events occurring during the Black Lives Matters Movement protests. 
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Figure 3: Fake Images used in some of the bot Twitter posts. 
 
During the period, 2nd – 8th June 2020 data was collected about 7 bots linked to the Black Lives 

Matters Movement. The data that was collected took the format of: 

Bot Number – The number of the bots for whom the data was collected; 

Tweets – The number of tweets posted during the data collection period; 

Retweets – The number of retweets posted during the data collection period; 

Following – The number of Twitter accounts that the bots followed; 

Followers – The number of Twitter accounts that followed the bots during the data 

collection period. 

 

The 7 bots were identified by analysing social media posts and #hastags and identifying 

abnormal behaviour of the Twitter accounts. The data that was collected was presented on 

Table 1. 
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Bot Tweets Retweets Following Followers 
1 6 16 0 1 
2 33 1 0 -1 
3 3 3 6 0 
4 6 0 0 0 
5 6 22 4 15 
6 5 6 0 0 
7 15 0 0 0 

 
Table 1: Bot Data Collection 

 
During the study the account of bot number four was suspended on the 6th June by Twitter. 
 
5 Discussion 
 
In terms of the actions of the bots, their activities can be broken down into the following action 

patterns: 

1) Limited Tweets    bot 4. 

2) Limited Tweets and Retweets   bot 3, 6. 

3) Extensive Tweets    bot 2, 7. 

4) Extensive Retweets    bot 1, 5. 

 

Due the course of the study, the bots undertook the following activities: 

 
Tweets Retweets Following Followers 

74 48 10 15 
 

Table 2: Bots Activity. 
 
 

The focus of the bots was to share false information and disinformation, and this took the form 

of 74 tweets with a political message, the bots also retweeted 48 tweets, some of these tweets 

had no political context but others did. The bots only had limited success in attracting 15 new 

followers and the bots engaged with 10 new Twitter users. 
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The study identified the actions of 7 bots but did not link them to actual botnets. 

After the study the bots were revisited to determine their status: 

- 3 bot accounts had been suspended by Twitter; 

- 1 bot account deleted all their posts from the period of their study; 

- 1 bot account had been posting fake news items after the study; 

- 2 bot accounts have not posted since the end of the study. 

The case study highlighted that the life span of Twitter bots can be very limited after their 

periods of activities, this reflects the ability of social media companies such as Twitter to 

identify Twitter bots and remove them. The ethical aspects of the study highlight that bots were 

able to engage with the Twitter Black Lives Matter Movement and share fake news and 

disinformation. The study showed that Twitter bots, are controlled by computers and 

algorithms that can be used in real life situations and the actions of bots can influence the 

opinions of people in the real world. The paper also highlights how social media, in this 

example Twitter can be used to polarise communities. 

6 Conclusion 
 
The paper looked at the Black Lives Matter Movement and the impact that Twitter bots had 

upon the movement.  The study focused on the actions of 7 Twitter bots, imagine a situation of 

a botnet with 10,000’s of bots, this is where you can see the major impact of fake news and 

disinformation when it occurs at scale. Future research would focus on the analysis of the 

additional information that was collected through the study, this would allow for a greater 

understanding of the bots and their activities. 
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