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Abstract 

With 4.1 billion internet users across the globe, data can now be easily shared and consumed. 

This uptake in ICT can result in risks to the privacy of individuals. As a result laws and 

regulations have been introduced, and technology companies have implemented safeguards, 

such as the use of encryption to protect the privacy of citizens. Although encryption has been 

shown to be an effective control for protecting privacy of citizens, it also protects the 

information of criminals and terrorists. To address this, governments have introduced laws 

and regulations to allow access to encrypted communications and data, but by doing this have 

faced resistance and backlash. This paper discusses the use of encryption and the ethical 

challenges associated with it. 

1. Introduction 

When applying ethics to cyber security, often topics such as privacy, misuse, and laws come 

to mind. Cultural and societal values and norms (Scholtens & Dam, 2007) as well as laws 

play a significant part in defining what is considered ethical. According to the International 

Telecommunication Union (ITU) there are an estimated 4.1 billion internet users worldwide, 

which represents 53.6% of the world’s population (International Telecommunication Union, 

2020). While in the early days of the Internet, connections were often on-demand using 

technologies such as dial-up modems and accessed via a computer terminal; today, the 

Internet is accessible on a myriad of devices, including smart phones, motor vehicles, and 

even home appliances with the emergence of the Internet of Things (IoT).  

Data can easily be shared and accessed for commercial and private use with Internet 

technologies expanding from e-mail in 1972 (Leiner, Cerf, Clark, Kahn, Kleinrock, Lynch, 

Wolff, 2009) to today’s rich and highly interactive platforms such as social media and web 
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communication platforms. A good example is Zoom web conferencing, which surged from 

10 million to 200 million daily meetings amidst the 2020 COVID-19 outbreak (Chawla, 

2020).  This adoption of ICT use has created its own issues and challenges; people are more 

connected than ever before, but the use of these technologies can result in risks to 

individuals’ rights to privacy. This paper will explore issues of privacy relating to cyber 

security, including the misuse and disclosure of personal information and the potential 

privacy implications. 

2. Protecting information 

With the reliance on digital technologies in modern society (Christen, Gordijn, Weber, van de 

Poel, Yaghmaei), there is a need to ensure that information stored and consumed using these 

technologies is secure. There are several controls that are commonly implemented to protect 

the confidentiality, integrity, and availability of information, commonly referred to as the 

CIA triad (Gordon, 2015). One of the controls widely adopted is the of use encryption 

technologies.  

2.1  Encryption 

Encryption can be defined as the application of complex mathematical algorithms in 

conjunction with a ‘key’ to information, in order to effectively ‘scramble’ the information 

and make it unreadable without the encryption key. It is a method commonly used to securely 

share and store data on insecure networks and sites (Boneh, Sahai, Waters, 2011). 

A vast number of technologies use encryption to protect information. Platforms such as 

WhatsApp messenger and Signal encrypt data explicitly between each user with no middle 

tier service, known as end-to-end encryption and devices such as Apple’s iPhone both store 

data on the phone encrypted as standard and use end-to-end encryption for iMessage 

(Thomas, 2016). 



2.2 Encryption Challenges  

The use of encryption is effective in securing data and helping to protect the privacy of 

information (Santos, Gummadi, Rodrigues, 2009). Encryption is a valuable tool for 

protecting the confidentiality and integrity of information and when applied ethically is used 

to protect information such as personal, financial, and proprietary data. Conversely, it does 

create some challenges when used for unethical and illegal means, such as criminal or 

terrorist activity. An example of this was the case in the 2015 San Bernardino shootings, 

where the terror suspects phone was protected by encryption and law enforcement were not 

initially able to gain access to the phone (Thomas, 2016). More recently, encryption is used to 

conduct ransomware campaigns where threat actors encrypt an organisations data and 

demand money in return for the decryption key. Without the key, decrypting data is 

extremely difficult and time consuming. In addition, there may be safeguards that are 

designed to protect techniques such as guessing the key (brute forcing) such as automatic 

deletion of the data . 

When attempting to investigate issues that require access to encrypted data, especially those 

that may result in terrorist attacks and other illegal activities, preservation of the data and 

access to the information in a timely matter are necessary.   

3. Legislation and regulation 

Legislation and regulation add further complexity to the concept of privacy. Privacy laws 

vary across jurisdictions as does culture; and laws influence culture and culture influences 

laws (Varner & Varner, 2014). For example, in the European Union privacy is taken very 

seriously and it is considered a fundamental human right (Goddard, 2017).  

In 2018 the European Union Regulation 2016/679, commonly referred to as the General Data 

Protection Regulation or EU GDPR came into effect. This regulation is designed to protect 



the privacy of EU persons and has several provisions to protect an EU persons personal 

information (Blair, Catanzaro, Weeda, 2019). Some key clauses under GDPR are the right to 

object to processing and the right to be forgotten. When compared with other laws, such as 

the Australian Privacy Act, the right to be forgotten does not have an equivalent right (Office 

of the Australian Information Commissioner, 2018). The United States does not have an 

equivalent of GDPR; however, some states have adopted specific laws such as California. 

The California Consumer Privacy Act was passed in 2018 and provides some provisions such 

as right of access, right of deletion, and notification requirements (Noordyke, 2020).  

While many countries have privacy laws and requirements of organisations that store and 

process data to apply security controls, such as encryption; issues can arise when access to 

that information is needed by other parties, such as by law enforcement. As discussed 

previously, the need to access information can be time sensitive and availability and integrity 

of the information need to be preserved. In response to this, a number of laws have been 

introduced in some countries such as the USA PATRIOT Act and CLOUD Act in the United 

States, the Telecommunications and other Legislation Amendment (Assistance & Access) 

Act 2018 (TOLA Act) in Australia, the Interception Capability and Security section of the 

Telecommunications Act in New Zealand, and the Regulation of Investigatory Powers Act 

2000 in the United Kingdom. Some of these laws allow the decryption of encrypted data or 

communications, and others allow direct access of data. 

4. Ethical Challenges 

Issues could arise when there are conflicts between laws, regulation, and cultural norms. This 

area becomes complex, especially in cross border situations and what one may see as ethical, 

another may not. Taking a consequentialist approach, accessing a terrorists or criminals 

information would be viewed as ethical; the act of accessing the encrypted data results in 



consequences that are at least as good as the alternative (Hooker & Zalta, 2008); that is 

potentially stopping a terrible act or crime from being committed.  

While thwarting terrorists and criminals may appear straight forward and result in a great 

amount of good, this does not necessarily mean it is always considered ethical. There may be 

resistance because of the fear generated by what could be described as ‘government 

surveillance’. Post the September 11, 2001 attacks in the United States, there were already 

claims that illegitimate invasions of privacy were already occurring (Deflem & McDonough, 

2015).  On one hand the citizens of a country instil their trust in their leaders and government 

where there is often implied trust towards what one considers an expert (Thomas, Burmeister, 

Low, 2018). On the other hand, what one group believes is ethical will vary greatly based on 

who is affected, their location, and beliefs (Thomas, Duessel, Meier, 2017).  

Laws such as the TOLA Act allow access to protected information for use in specific 

circumstances where there those targeted are of interest to law enforcement or security 

agencies (Australian Human Rights Commission, 2019). While the purpose of the Act, just 

like the other Acts is considered legitimate, the fact that such a process can be carried out 

creates fear of breaches of privacy of innocent people and also the fear that systematic 

weaknesses in platforms could exist, may be purposely implemented and be exploited by 

hackers.  

5. Conclusion 

There is no doubt that technology has changed the world we live in. The right to privacy is 

important; but so is the right to be safe. It is a balancing act and to achieve both outcomes in 

today’s technology driven society creates ethical and privacy issues. While governments are 

introducing new laws and regulations for privacy, they are also introducing laws and 



regulations to break through the controls and safeguards used to help maintain privacy in 

order to try and keep citizens safe from threats.  

The rate of technology adoption as well as laws to support it are relatively new in comparison 

to other laws. Over time both laws and regulations, as well as technology will continue to 

mature and evolve with the hope that a balance between privacy, safety and what is 

considered ethical by people across the globe will be achieved.  
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